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	 Overview

This posting introduces Xerceo's Web Services API. There are two common uses of our Web Services API. First, you can use Web Services to build an alternative front-end (AFE) for your eLearning application, using a Web Service-savvy GUI tool like Tibco GI. Second, our Web Services allow you to embed eLearning-oriented business logic into another application, such as a BPM engine.

There are three types of Web Services offered in Xerceo Infuse:

1. Authentication Web Service: Allows a client to programmatically login to the CAS Single-Sign-On Server 

2. SCORM Engine Web Service: Supports an active learning session with a learner and course. 

3. Domain Object Web Services: Expose Find + Create + Read + Update + Delete (F+CRUD) operations on Xerceo's primary domain objects, such as Learner, Group, Course, Objective, Rule, and Event. 

NOTE: I mention the Tibco GI application because our next generation UI is being developed with GI and our Web Services. Tibco GI components can bind to our Web Services using WSDL and a mapping tool provided by Tibco, see Tibco GI Developer Guide: Chapters 4 and 5.

Authentication Web Service
Xerceo Infuse delegates authentication requests to the Central Authentication Server (CAS v. 3.0.x) to enable single sign-on across all applications running in the portal, such as Alfresco CMS. The CAS server exposes a Web Service that allows for authentication using a username and password and SSO ticket management.

The WSDL for the CAS Web Service is: http://trainingatom.com/cas-web/CentralAuthenticationService?wsdl
To authenticate to the CAS Web Service, you need to do the following:

1. Obtain a ticket granting ticket (TGT) from the CAS Web Service by passing a valid username and password to the createTicketGrantingTicket operation. 

2. Obtain a service ticket for /xlearn/ws by passing the ticket granting ticket to the grantServiceTicket operation. The /xlearn/ws is just a unique ID that tells CAS what service you are trying to authenticate for. During ticket validation, our server will verify using this same ID, so don't change it. 

3. Use the service ticket to invoke other Xerceo Web Services, such as the SCORM Engine Web Services. You can request any number of service tickets using the same TGT. However, each service ticket can only be validated once, so if you don't use a stateful Web Service client, then you will need a new service ticket from CAS for every invocation. Thus, we recommend using a stateful Web Service client so that you can use one service ticket per session without compromising security. 

4. Destroy the ticket granting ticket when it is no longer needed, such as when a user logs out of your application. 

SCORM Engine Web Service

The WS4SCORM Web Service (/xlearn/ws4scorm/ws4scorm.wsdl) is a stateful Web Service because it was designed to support an active learning session between a learner and the LMS. A stateful Web Service maintains session-level objects across multiple calls to the Web Service for each client.

The WSDL for the SCORM Web Service is at:

· SCORM Engine: http://trainingatom.com/xlearn/ws4scorm/ws4scorm.wsdl 

There are three types of operations supported by the WS4SCORM Web Service:

· Content Object Communication Operations 

· Sequencing and Navigation Operations 

· Learning Interface Support Operations 

Content Object Communication Operations

Content object communication operations support the standard SCORM 2004 runtime environment. The content object communication operations are used by the SCORM API Adapter to communicate with the Xerceo Learn server. Thus, to perform content object communication, you only need to use simple JavaScript calls that have been hardened and proven stable over the past 4+ years.

A learner ID, course ID, and SCO ID comprise a unique key to identify the data records for a content object communication session. The server-side implementation relies on the learner, course, and SCO identifiers being in the session and does not require these identifying values to be passed as request parameters.

The following table describes each operation:

Name 

Purpose 

Response 

Initialize 

This operation begins the content object communication session. This operation is called in response to the SCO invoking the Initialize method on the API Adapter. In a stateful model, the server will maintain the SCO identifier and course identifiers in the session. Thus, the request payload is typically empty. 

Returns the IEEE 1484.11.3 representation of the content object tracking data. The API Adapter manipulates the DOM to support the GetValue and SetValue operations defined by SCORM 2004. 

Commit 

This operation is used to send cached changes made on the client to the server so they can be persisted. Sends the current state of the IEEE 1484.11.3 DOM document to the server. 

Empty if successful. A SOAP Fault is used to communicate any exceptions on the server. 

Terminate 

This operation ends the content object communication session. This operation is called in response to the SCO invoking the Terminate method on the API Adapter. Sends the current state of the IEEE 1484.11.3 DOM document to the server and performs various updates to the ActivityTree. 

Empty if successful. A SOAP Fault is used to communicate any exceptions on the server. 

Why the IEEE 1484.11.3 XML binding?

The payload of the Content Object Communication Operations messages conforms to the IEEE 1484.11.3 XML binding for content object communication. The IEEE 1484.11.3 XML binding was chosen because it is closely related to the IEEE 1484.11.1 content object communication data model used by SCORM 2004. It stands to reason that as more LMS providers support IEEE 1484.11.1 that they will also see the benefit in supporting the IEEE 1484.11.3 XML binding. Thus, in the SCORM community, the IEEE XML binding for content object communication will likely become the de facto standard.

Sequencing and Navigation Operations

The SN operations allow the Web Service client to launch a course and provide the proper navigation controls to the learner.

Name 

Purpose 

Response 

Launch 

Initial point of access for launching a course for a learner. This operation invokes the sequencing engine to determine the best Activity to deliver to the learner first. 

<xrc:Activity> element, see WSDL Once an Activity is launched, the content object communication operations will be used. 

Continue 

Deliver the next Activity in the ActivityTree to the learner. 

<xrc:Activity> element, see WSDL 

Previous 

Deliver the previous Activity in the ActivityTree to the learner 

<xrc:Activity> element, see WSDL 

Quit 

This method is called when the learner wishes to end the learning session. It allows Xerceo Learn to put the ActivityTree into a state that will make sense to the learner when they re-launch this course. 

Empty if successful. A SOAP Fault is used to communicate any exceptions on the server. The browser window will close if successful. 

Learner Interface Support Operations

The Learner Interface Support operations complement the SN operations to provide accurate visual feedback and user interface controls to support the learning session. The following operations are provided:

Name 

Purpose 

Response 

GetActivityState 

For a given learner, course and activity, returns the learner's status of the activity. 

<xrc:Activity> element, see WSDL 

GetClusterMenu 

For a given course and cluster, gets an array of Activities in the cluster for the current user. 

Returns an array of <xrc:Activity> elements to represent the cluster menu. 

SelectActivityFromMenu 

Given a course and activity ID, Perform a choice navigation request from a menu for the current user. 

Nothing on success. A SOAP Fault is used to communicate any exceptions on the server. 

SearchActivities 

For a given learner, course and activity keyword, search the learner's course for activities using the keyword. 

Returns an array of <xrc:Activity> elements, see WSDL. Only Activities that can be launched are returned. Activities are searched using the powerful Lucene Search engine allowing learners to perform advanced full text search while learning. 

GetActivityTree 

For a given learner and course, gets an XML representation of the current ActivityTree from the server. 

Returns an XML document that represents the ActivityTree. Xerceo provides JavaScript for displaying the tree in the browser. 

SCORM Course Launch Wrapper

In addition to Web Services, Xerceo provides a set of HTML, CSS, JavaScript, and image files to rapidly assemble a SCORM 2004 certifiable player into any 3rd party learning environment. These files can be customized to adapt to any application's look-and-feel in a matter of hours.

See /webapps/xlearn/ws4scorm/

WS4SCORM Web Service Test Harness

Navigate to http://trainingatom.com/xlearn/ws4scorm/ws4scorm_tester.html. This is a simple Web form that interacts with the Authentication and SCORM Engine Web Services using JavaScript.

Domain Object Web Services

The WSDL URLs for our Domain Object Web Services are:

· CourseService: http://trainingatom.com/xlearn/services/CourseService?wsdl 

· LearnerService: http://trainingatom.com/xlearn/services/LearnerService?wsdl 

· RuleService: http://trainingatom.com/xlearn/services/RuleService?wsdl
· TagService: http://trainingatom.com/xlearn/services/TagService?wsdl
Under the Hood ... XFire, JAXB 2.0, Annotations, and Schema Driven Development

Our Web Services leverage the XFire Web Services framework to provide:

1. Automatic WSDL creation from a Java interface 

2. SOAP request/response handling 

3. Spring integration 

4. SAX-based stack that performs well 

5. Lighter-weight than Axis (wrt configuration and runtime) 

6. JAXB 2.0 support 

Under the covers, XFire uses JAXB 2.0 for XML marshalling / unmarshalling. JAXB was selected because it is emerging as the de facto standard for Java XML binding and has better documentation and support than the default Aegis bindings provided by XFire. It also works nicely with the other JAX technologies and allows us to do Schema-Driven Web Service Development.

Why SOAP?

Simple Object Access Protocol (SOAP) is a standard for encoding and exchanging structured data as an XML document for the purposes of application integration over a network. For a nice introduction to SOAP, see the O'Reilly SOAP Primer. SOAP was chosen as the messaging framework for Xerceo's Web Services for several reasons:

1. It's lightweight, simple, and extensible. 

2. There are many powerful tools available for developing SOAP processors and accessing and managing SOAP endpoints. 

3. It's a widely accepted approach to Web Services. 

The current version of our JavaScript API Adapter uses only the most basic aspects of SOAP. It does not use SOAP headers.

JAXB Schema Driven Development

JAXB provides a Schema-to-Java tool that can convert an XSD file into a collection of JavaBeans. Thus, you will need to develop a simple XML Schema that describes the data that is consumed and produced by your Web Service. Here is an example of a data type used by the RuleService (xlearn/WEB-INF/classes/META-INF/xfire/rules.xsd):

<xsd:complexType name="ruleModel">
    <xsd:sequence>
      <xsd:element name="id" type="xsd:string"/>
      <xsd:element name="description" type="xsd:string"/>
      <xsd:element name="keywords" type="xsd:string"/>
      <xsd:element name="expression" type="xsd:string"/>
      <xsd:element name="action" type="xsd:string"/>
      <xsd:element name="when" type="tns:ruleWhen"/>
      <xsd:element name="createdBy" type="xsd:string"/>
      <xsd:element name="createdOn" type="xsd:dateTime" minOccurs="0"/>
      <xsd:element name="activationDate" type="xsd:string" minOccurs="0"/>
      <xsd:element name="activationOn" type="xsd:dateTime" minOccurs="0"/>
      <xsd:element name="activationTime" type="xsd:string" minOccurs="0"/>
      <xsd:element name="expirationDate" type="xsd:string" minOccurs="0"/>
      <xsd:element name="expirationOn" type="xsd:dateTime" minOccurs="0"/>
      <xsd:element name="expirationTime" type="xsd:string" minOccurs="0"/>
      <xsd:element name="lastModifiedBy" type="xsd:string" minOccurs="0"/>
      <xsd:element name="lastModifiedOn" type="xsd:dateTime" minOccurs="0"/>
    </xsd:sequence>
  </xsd:complexType>
I think you will find that writing a simple XSD file is much easier and faster than writing JavaBeans with numerous getters and setters. In addition, you don't have to hand-code any XML parsing or serializing code either. Moreover, XFire will auto-generate the WSDL for your Web Service at runtime that references this schema. Put simply, we have to do a little bit of manual work on the XML schema side of our Web Services, but the JavaBeans, marshalling/unmarshalling, and WSDL will be created automatically.

Web Service Implementation Steps

This section is for anyone wishing to learn more about how we construct our Web Services. To begin, do the following:

1) Apply the Facade Design Pattern and define a simple Java interface for your service, such as com.xerceo.learn.rules.RuleService. We use an interface to have better control over what is exposed by our Web Service. Try to keep the interface as simple as possible, including the type of objects that are exposed in the interface.

@WebService (targetNamespace="http://learn.xerceo.com")

public interface RuleService {

    @WebMethod

    int count() throws LearnException;    @WebMethod

    ArrayOfRuleModel find(RuleQuery query) throws LearnException;    @WebMethod

    RuleModel create(RuleModel ruleModel) throws LearnException;    @WebMethod

    RuleModel read(@WebParam(name="ruleId") String ruleId) throws LearnException;    @WebMethod

    RuleModel update(RuleModel ruleModel) throws LearnException;    @WebMethod

    boolean delete(@WebParam(name="ruleId") String ruleId) throws LearnException;    @WebMethod

    ArrayOfRuleWho who(@WebParam(name="ruleId") String ruleId) throws LearnException;    @WebMethod

    int execute(@WebParam(name="ruleId") String ruleId, @WebParam(name="firedBy") String firedBy) throws LearnException;    @WebMethod

    ArrayOfRuleLogEntry getLog(@WebParam(name="ruleId") String ruleId) throws LearnException;    @WebMethod

    boolean clearLog(@WebParam(name="ruleId") String ruleId) throws LearnException;

}

Notice that I'm using JSR-181 annotations to tell the Java compiler that this interface defines a Web Service. XFire can leverage these annotations to create the WSDL for our service. The @WebService annotation is required. It is very important that you use http://learn.xerceo.com for the Web Service's targetNamespace. Remember, this is just a meaningless unique identifier and does not need to map to a real resource on the Web. However, it does affect the WSDL generated by XFire and how that WSDL interacts with your XSD file. The @WebParam is optional, but gives a meaningful name to the parameter in the WSDL.

2) Implement your new interface with a JavaBean that can be wired into our application using Spring, see com.xerceo.learn.rules.RuleServiceImpl. Typically, you want to implement your service in a new class rather than just adding methods to the low-level manager objects in our application, such as JdbcRuleManager.

@WebService (endpointInterface="com.xerceo.learn.rules.RuleService", targetNamespace="http://learn.xerceo.com")

@SOAPBinding(style=SOAPBinding.Style.DOCUMENT, use=SOAPBinding.Use.LITERAL)

public class RuleServiceImpl extends LearnService implements RuleService {

    private static final Messages xmsg = Messages.forClass(RuleServiceImpl.class);

    public RuleServiceImpl() {}

    public RuleServiceImpl(LearnContext learn) {

        super(learn);

    }    ...

...

You need to specify the endpointInterface to be your new interface created in step 1. You should extend LearnService as this gives us place to add reusable code. See src/com/xerceo/learn/rules/RuleServiceImpl.java for full details.

The @SOAPBinding(style=SOAPBinding.Style.DOCUMENT, use=SOAPBinding.Use.LITERAL) annotation tells XFire to expose our Java services as SOAP Web Services using document-literal-wrapped WSDL. This means that the name of each operation to invoke is wrapped around the payload of the message and that every element in the body is defined by schema so you can easily validate messages. The advantages of a document-literal-wrapped style are:

· It does not rely on the custom SOAP Action HTTP header, required for WS-I Profile 1.1 compliance. 

· No low-level XSI type encoding information in the message. 

· The entire contents of the SOAP body can be validated using XML schema. 

· The operation name is included in the message. 

For more information about the document-literal-wrapped style, see Which WSDL Style?

3) It is likely that you will need to define some new JavaBeans as I had to do for the RuleService, such as RuleModel. This is mainly because the underlying domain objects, such as Rule and RuleManager, are too complex for a Web Service and will cause you trouble during XML marshalling and unmarshalling. Moreover, the goal is to keep the Web Service interface simple. However, don't hand-code the JavaBeans! Let JAXB do that for you using XML Schema.

Define XML Schema types for your Web Service; use rules.xsd as an example. After defining your new XML schema file, you need to invoke the JAXB XJC task using Ant:

<xjc destdir="src" schema="portal2/webapps/xlearn/WEB-INF/classes/META-INF/xfire/rules.xsd" package="com.xerceo.learn.rules.jaxb">
      <classpath refid="jaxb-classpath" />

    </xjc>
IMPORTANT
Do not mix manually generated code and auto-generated code in the same package. Keep your JAXB output in a separate package so that it is easy to clean up and rebuild if the schema changes. See com.xerceo.learn.rules.jaxb for examples.

NOTE: RuleModel is an application of the Transfer Object Pattern

4) Wire your service into our Spring configuration in /webapps/xlearn/WEB-INF/learn-services.xml, such as:

<bean name="ruleService" class="org.codehaus.xfire.spring.ServiceBean">
    <property name="serviceBean">
      <bean class="com.xerceo.learn.rules.RuleServiceImpl">
        <constructor-arg index="0">
          <ref bean="XerceoLearn" />
        </constructor-arg>
      </bean>
    </property>
    <property name="serviceClass" value="com.xerceo.learn.rules.RuleService"/>
    <property name="namespace" value="http://learn.xerceo.com"/>
    <property name="serviceFactory">
      <bean class="org.codehaus.xfire.jaxb2.JaxbServiceFactory">
        <constructor-arg ref="xfire.transportManager"/>        

      </bean>
    </property>
    <property name="schemas">
      <list>
        <value>META-INF/xfire/rules.xsd</value>
      </list>
    </property>
  </bean>
NOTE: The relative paths provided in the schemas property are loaded from the classpath. The example above translates to: portal2/webapps/xlearn/WEB-INF/classes/META-INF/xfire/rules.xsd

5) Access the WSDL for your new service from the XFire servlet: http://trainingatom.com/xlearn/services/RuleService?wsdl
That's it! You now have a SOAP Web Service. You can also try our LearnerServer at http://trainingatom.com/xlearn/services/LearnerService?wsdl
Looking at the WSDL for our RuleService, the find operation looks like:

<xsd:element name="find">
  <xsd:complexType>
    <xsd:sequence>
      <xsd:element maxOccurs="1" minOccurs="1" name="in0" nillable="true" type="tns:ruleQuery"/>
    </xsd:sequence>
  </xsd:complexType>
</xsd:element>
<xsd:element name="findResponse">
  <xsd:complexType>
    <xsd:sequence>
      <xsd:element maxOccurs="1" minOccurs="1" name="out" nillable="true" type="tns:ArrayOfRuleModel"/>
    </xsd:sequence>
  </xsd:complexType>
</xsd:element>
In laymans terms, the find operation expects a RuleQuery and returns an Array of RuleModel.

SOAP Request:
<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" 

                      xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/" 



      xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
                      xmlns:xsd="http://www.w3.org/2001/XMLSchema">

  <SOAP-ENV:Body>
    <jsx1:find xmlns:jsx1="http://learn.xerceo.com">
      <jsx1:RuleQuery>
        <jsx1:name/>
        <jsx1:description>test</jsx1:description>
        <jsx1:keywords>test</jsx1:keywords>
        <jsx1:createdBy/>
        <jsx1:createdOn/>
        <jsx1:createdAfter/>
        <jsx1:createdBefore/>
        <jsx1:activationStatus/>
        <jsx1:when/>
      </jsx1:RuleQuery>
    </jsx1:find>
  </SOAP-ENV:Body>
</SOAP-ENV:Envelope>
SOAP Response:
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" 

                  xmlns:xsd="http://www.w3.org/2001/XMLSchema" 



  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

  <soap:Body>
    <findResponse xmlns="http://learn.xerceo.com">
      <out xmlns="http://learn.xerceo.com">
        <RuleModel>
          <id>TestRule1</id>
          <description>test</description>
          <keywords>test</keywords>
          <expression>ATT[id]=='xerceo.com.1'</expression>
          <action>ATT[bogus] = 'boga'</action>
          <when>manual</when>
          <createdBy>xerceo.com.1</createdBy>
          <createdOn>2007-02-22T20:17:24.015Z</createdOn>
        </RuleModel>
      </out>
    </findResponse>
  </soap:Body>
</soap:Envelope>


For more information contact support@xerceo.com or call us at (415) 692-0089, press “2” for support. 
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